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1. IDS
IDS Snort 1.8.3
snort.org
HP NetServer Ip1000r(P111/1000
( / ) Intel Pentium-Ill 1GHz_(_ x1)
256KB
256+256MB( 512MB)
Hardwar |[HDDO / Ultra3 SCSI HDD 18.2GB (x1)
® FDO 3.5inch 2 (740KB, 1.44MB (x1)
CD-ROM 24 IDE (x1)
NIC1 ( Intel pro/1000XT  100Mbps
NIC2 ( Intel 82559 10/100TX 100Mbps
Kondara Linux 2.1 (Kernel 2.4.18)
IDS Snort 1.8.3
NIC (libpcap)
Software
977
TCP P frag2 stream4
2. FlameThrower)
Emulate
FrameThrower Port -1* Port -2*
MAC Default MAC ( Default MAC
HTTP Client P 192.168.3.131 192.168.3.167 192.168.3.192 192.168.3.223
)
HTTP 1.0 HTTP 1.0
Port tcp/1024  tcp/65535 tcp/1024  tcp/65535
HTTP Request 192.168.3.2 192.168.3.7
HTTP Request 3.HTTP Request 3.HTTP Reguest
FrameThrower Port -3* Port -4*
MAC Default MAC ( Default MAC (
HTTP Server 1P 192.168.3.2( ) 192.168.3.7( )
HTTP 1.0 HTTP 1.0
Port tcp/80( ) tcp/80( )
Client HTML Default 32KByte Default 32KByte
*
3. HTTP Request
HTTP Request (Request/sec)
NoO. Port-1 to_Port-3 Port-2 to_Port-4 (Mbps)
0 2 2 4 1.2
1 8 8 16 5)
2 15 15 30 10
3 33 33 66 20
4 50 50 100 30
B 65 65 130 40
6 83 83 166 50
7 100 100 200 60
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4. Snort 1.8.3

1 Insertion, Evasion, and Denial of Service: Eluding Network Intrusion Detection, Thomas H.Ptacek, Timothy N.Newsham, Secure Networks, Inc. January, 1998

2 SideStep EVASION (http://www.robertgraham.com/tmp/sidestep.html)
3
No No
IDS IDS
1 1 |baseline-1 |TCP 3WH TCP 21 |tcbe-1 TCP 3WH
TCP 3WH
TCP
il 2 |baseline-2 [TCP 3WH 22 |tcbe-2 TCP 3WH SYN
TCP
TCP
1 3 |frag-1 TCP 3WH TCP 23 |tche-3 TCP 3WH Sequence
1 4 [frag-2 TCP 3WH TCP 24 |tcbt-1 TCP 3WH RST
Sequence No.
3WH )
TCP
1 5 [frag-3 TCP 3WH TCP 25 |tcht-2 TCP 3WH TCP
RST
IP
1 6 |frag-4 TCP 3WH TCP 26 |insert-1 TCP 3WH
TCP P
checksum
1 7 |frag-5 TCP 3WH TCP 27 |insert-2 TCP 3WH
TCcP TCcP
checksum
1 8 |frag-6 TCP 3WH TCP 28 [insert-3 TCP 3WH
TCP Ack
Bit
1 9 [frag-7 TCP 3WH 8byte 29 |appbase-1 [TCP 3WH TCP
Forward- (baseline-1
Over lap 16byte Web evade
il 10 |tcp-1 TCP 3WH 31 |appevade-2 [TCP 3WH TCP
Simulate
TCP Unicode
1 11 |tcp-2 TCP 3WH SequenceNo. 0 30 |appevade-3 |TCP 3WH TCP
1 TCP
Unicode
1 12 [tcp-3 TCP 3WH 32 |appevade-4 |TCP 3WH TCP
TCP "
1 13 [tcp-4 TCP 3WH 33 |appevade-5 [TCP 3WH TCP
TCP LI
il 14 |tcp-4-1 TCP 3WH 34 |appevade-6 [TCP 3WH TCP
TCP
Directory "\
1 15 |[tcp-5 TCP 3WH X' 35 |appevade-7 |[TCP 3WH TCP
h" Forward over lap
1 16 [tcp-6 TCP 3WH TCP 36 |appevade-8 |TCP 3WH TCP
Sequense
No. 1000 "LIXXXLL XXX
1 17 |tcp-7 TCP 3WH TCP 37 |appevade- [RPC Request Rcord Fragment
R1
SequenceNo. RPC protcol Level Evasion
il 18 |tcp-8 TCP 3WH 38 |appevade- [FTP request
TCP F1 (FTP Protocol Level Evasion)
1 19 [tcp-9 TCP 3WH 39 |appevade- [DNS Version Bind
TCP D1 Complession Name
DNS protocol level Evasion)
3 20 [tcp-10 TCP 3WH RST 40 |appevade- [SNMP Quary
TCP S1 SNMP protocol level Evasion)
"Web-CGl phf access"
ols

IDS

"Web CGI Scriptarias Attack"

"RPC Portmap listing”

"WEB-MISC /etc/passwd”

Evasion
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5. Snort 1.8.3 -
*
1.
2. 62 25 IDS
baseline-1 baseline-2 frag-1
No Mbps) % % %
Test 1 25 25| 100.0% 25 25| 100.0% 25 25| 100.0%
1 OMbps Tset 2
( Test 3
25 25| 100.0% 25 25| 100.0%] 25 25| 100.0%]
Test 1 25 25| 100.0% 25 25| 100.0% 25 25| 100.0%
2 5Mbps Tset 2
Test 3
25 25| 100.0% 25 25| 100.0%] 25 25| 100.0%)]
Test 1 25 25| 100.0% 21 25| 84.0% 22 25| 88.0%
3 10Mbps Tset 2 25 25| 100.0% 22 25| 88.0% 23 25  92.0%
Test 3
50 50[ 100.0% 43 50| 86.0%] 45 50 90.0%
Test 1 23 25|  92.0% 17 25| 68.0% 21 25|  84.0%
4 15Mbps Tset 2
Test 3
23 25| 92.0%] 17 25| 68.0%] 21 25|  84.0%]
Test 1 25 25| 100.0% 11 25| 44.0% 15 25|  60.0%
5 20Mbps Tset 2 24 25|  96.0% 16 25|  64.0% 18 25|  72.0%
Test 3
49 50| 98.0% 27 50| 54.0% 33 50/ 66.0%
Test 1 21 25| 84.0% 13 25| 52.0% 10 25|  40.0%
6 30Mbps Tset 2 19 25|  76.0% 13 25| 52.0% 14 25|  56.0%
Test 3
40 50| 80.0%] 26 50| 52.0%] 24 50 48.0%
Test 1 20 25| 80.0% 10 25| 40.0% 12 25|  48.0%
7 40Mbps Tset 2 17 25|  68.0% 14 25| 56.0% 14 25|  56.0%
Test 3
37 50 74.0%) 24 50 48.0% 26 50 52.0%)
Test1 16 25 64.0% 11 25 44.0% 11 25 44.0%
8 50Mbps Tset 2 16 25|  64.0% 10 25  40.0% 6 25  24.0%
Test 3 14 25| 56.0%
46 75| 61.3% 21 50 42.0% 17 50 34.0%
Test 1 12 25| 48.0% 0 25 0.0% 0 25 0.0%
9 60Mbps Tset 2
Test 3
12 25 48.0% 0 25 0.0% 0 25 0.0%
100% baseline-| baseline-
1 5 frag-1
90%
80%
(Mbps)
70%
60% \\ 0] 100.0%| 100.0%| 100.0%
~ on | * \ 5] 100.0%| 100.0%] 100.0%
40% L 10] 100.0%| 86.0%] 90.0%
30% | - 15| 92.0%| 68.0%| 84.0%
20% F 20] 98.0%| 54.0%| 66.0%
10% | 30 80.0% 52.0% 48.0%
0% y— 40| 74.0%| 48.0%| 52.0%
0 10 20 30 40 50 60
50 61.3% 42.0% 34.0%
(Mbps)
60] 48.0% 0.0% 0.0%
=&=haseline-1 == haseline-2 frag-1 ‘
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